Drawing the Line on Unreasonable Searches: A Need for Legislative Action
Fourth Amendment jurisprudence consists of a morass of conclusory judicial opinions attempting to define what an “unreasonable search” constitutes.  The lines drawn often make sense the confines of the case’s facts but provide little insight as to which side of the line new technologies will fall.  The Supreme Court first determined wiretaps were not searches because they do not involve a physical trespass or intrusion.
  This was reversed when the proper line was considered to be a person’s reasonable expectation of privacy.
  Later considerations include whether a device is in “general public use” – which the court concluded infrared sensing devices were not, while aerial surveillance, searchlights and GPS devices were permissible (begging the question what does “general” and what does “public” actually mean).
  The Court has also explained that a firm line should be drawn at the household,
 but does this mean we still believe the Fourth Amendment protects people, and not places?

The basic problem lies not with judicial reasoning, but in the fact that the Fourth Amendment has been extended beyond its capabilities.  The Fourth Amendment addresses an important balance of conflicting societal goals:  prevention of crime vs. personal privacy.  The main purpose of the Fourth Amendment is to ensure citizens of security from unwarranted government force.
  It was not a constitutional grant of general privacy.
  The purpose of the Fourth Amendment is not to relegate law enforcement to a certain level of (in)effectiveness.  “Police efficiency” can not be equated with “unconstitutionality.”
  Instead, the Fourth Amendment sets a baseline level of protection, at the expense of some police efficiency.  This baseline protects the public from unreasonable interference by police officers with citizen’s daily lives, which historically has meant prohibiting physical searches without probable cause.

Fast forward to the 21st century, where law enforcement personnel can gather enormous amounts of information useful to investigations without the use of physical searches.  In some ways, this is a very positive development:  law enforcement can be more efficient, and ordinary citizens are less likely to be harassed by the most intrusive, physical searches.  However, there are reasons for concern, as these invisible searches can be subversive and invasive of one’s own perceived privacy rights.  The question of whether personal information can be gathered by law enforcement, without probable cause is quite distinctive from whether physical searches are permissible.  Our baseline does not fully address our conflicting social concerns anymore; the balance of law enforcement and personal privacy remains an important issue for society to tackle with.  The question is – should the 4th Amendment line be re-drawn, and who should make that decision?  
When answering these questions, one must always keep in mind why the line is being drawn.  At the heart of this issue is the direct conflict between the desire for effective law enforcement and the desire for privacy.  With the advent of each new technology, advocates on each side seem to shy away from attempting to properly balance the scales.  Commentators rarely even address that there are positive societal goals on each side of the equation.  Instead, they try to recruit as many people as they can to one side of the scale, and start jumping up and down as hard as they can.  With the possibility of GPS devices and black boxes in cars, one side immediately starts screaming that our cars will “tattle on car owners to the police or insurance companies”
 (the horror!  Our law-breaking and insurance scamming days are over!).  On the other hand, claims that “Total Information Awareness” will prevent terrorist attacks or RFID tags will prevent all kidnappings are equally extreme, and promoters of these interests rarely mention the countervailing interest citizens have in privacy.
  Small wonder, with these two sides yelling past each other and the Supreme Court issuing near-sighted, conclusory opinions, that the American people know neither how much privacy they are entitled to, nor how much privacy they would like to be entitled to.
What this debate most desperately needs are some clear lines.  It is my belief that the Supreme Court made a mistake in extending the Fourth Amendment past protection from physical intrusions in Katz v. United States.  Olmstead had drawn a clear line:  the Fourth Amendment protected an individual against physical intrusions; if the people wanted protection from wiretapping, “Congress…[could] protect the secrecy of telephone messages” with legislation.  The Court made a mistake by fiddling with the Fourth Amendment, moving the baseline, and creating mass confusion in the process.  The Court has tried and failed at defining “unreasonable search” in 21st century terms.  It is time for the locus of decision-making to move to the legislative branch.  

If the American people need more protection, and a different baseline, the proper venue for this change is the legislative process.  Congress has shown the willingness to move this line in both directions, providing privacy protection from wiretaps,
 and responding to the demand for more effective law enforcement with the Patriot Act.  The proper place for balancing our countervailing interests in privacy and safety from crime is our legislative government.  
Of course, I can imagine the argument that we can not entrust our privacy to the hands of Congress.  Congress wants to watch, track, analyze, and tag all of us!
  If you believe this, and believe the American people are powerless to stop our government, then you are really making an argument about the legitimacy of our government.  This argument might be valid and it might not – but if our government is illegitimate than the rest of the debate is meaningless.  If on the other hand, you have faith in democratic government, you must understand there is a necessary and unavoidable societal balance between law enforcement and privacy.  In my view, this balance will be better struck by a legislature responsive to the interests of its people than by octogenarian judges straining an 18th century document.  
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